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Program Overview 

A Certified Ethical Hacker is a specialist typically working in a red team environment, focused 

on attacking computer systems and gaining access to networks, applications, databases, and 

other critical data on secured systems. 

A C|EH® understands attack strategies, the use of creative attack vectors, and mimics the skills 

and creativity of malicious hackers. 

Program's General Objective 

Providing participants with comprehensive knowledge and practical skills related to ethical 

hacking and cybersecurity. The course aims to equip individuals with the necessary tools and 

techniques to identify vulnerabilities and weaknesses in computer systems, networks, and 

applications in order to improve their security. 

Overall, the CEH course aims to equip participants with a comprehensive skill set that allows 

them to identify vulnerabilities, assess risks, and implement effective security measures to 

protect computer systems and networks from potential threats. It emphasizes ethical and 

responsible hacking practices to enhance cybersecurity posture and safeguard digital assets. 

Program Outcomes 

The primary objectives of the CEH course may include: 

• Understanding Ethical Hacking by Gain a solid understanding of the ethical hacking 

mindset, principles, and legal aspects involved in ethical hacking and penetration testing. 

• Information Security Fundamentals within Develop a strong foundation in information 

security concepts, including confidentiality, integrity, and availability, as well as the CIA 

triad (Confidentiality, Integrity, Availability). 

• Footprinting and Reconnaissance by Learn how to gather information about a target 

system or network using various footprinting and reconnaissance techniques, and 

understand the importance of information gathering in ethical hacking. 

• Scanning and Enumeration: Acquire knowledge about network scanning tools and 

techniques to identify active hosts, open ports, and services, followed by enumeration 

techniques to gather more information about the target. 

• Vulnerability Analysis: Learn how to identify and assess vulnerabilities in target systems 

and networks, and understand the significance of vulnerability analysis in ethical hacking. 
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• System Hacking: Explore techniques to gain unauthorized access to target systems, 

including password cracking, privilege escalation, and backdoor attacks, while 

understanding defensive mechanisms. 

• Malware Threats: Understand different types of malwares, such as viruses, worms, 

Trojans, and ransomware, and learn how to analyze and counteract their impact. 

• Sniffing and Network Traffic Analysis: Gain insights into network sniffing techniques, 

tools, and countermeasures to analyze and secure network traffic. 

• Social Engineering: Explore psychological manipulation techniques used by attackers to 

exploit human behavior and gain unauthorized access, and learn how to defend against 

social engineering attacks. 

• Denial of Service (DoS) Attacks: Understand DoS and DDoS attack methods, their impact 

on systems and networks, and strategies to mitigate and prevent such attacks. 

• Session Hijacking: Learn how attackers can hijack user sessions and implement 

countermeasures to prevent session hijacking attacks. 

• Web Application Security: Develop skills to identify vulnerabilities in web applications, 

including injection attacks, cross-site scripting (XSS), and cross-site request forgery (CSRF), 

and understand methods to secure web applications. 

• Wireless Network Security: Explore wireless network vulnerabilities and encryption 

protocols, and learn how to secure wireless networks effectively. 

• Cryptography: Gain an understanding of cryptographic concepts, encryption algorithms, 

and their role in securing data and communications. 

• Penetration Testing: Acquire practical skills in conducting penetration tests, including 

planning, execution, reporting, and communication with stakeholders. 

• Incident Response and Recovery: Learn about incident response strategies, techniques 

for identifying and responding to security incidents, and methods for recovering 

compromised systems. 

• Ethical Hacking Tools: Gain hands-on experience with a variety of ethical hacking tools 

and software used for scanning, testing, and securing systems. 
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Cover the fundamentals of key issues in the information security world, including the 

basics of ethical hacking, 

Key Issues in Information Security 

1. Data Breaches: Incidents where sensitive, protected, or confidential data is 

accessed or disclosed without authorization. These can result from 

cyberattacks, human error, or vulnerabilities in software and hardware. 

2. Malware: Malicious software designed to harm, exploit, or otherwise 

compromise a device, service, or network. This includes viruses, worms, 

ransomware, spyware, and Trojans. 

3. Phishing and Social Engineering: Tactics used to deceive individuals into 

divulging personal information or credentials. Phishing often involves 

fraudulent emails or websites, while social engineering exploits human 

psychology. 

4. Ransomware: A type of malware that encrypts a victim's files, with the attacker 

demanding payment (ransom) to restore access. It has become one of the most 

prevalent and damaging cyber threats. 

5. Insider Threats: Security risks originating from within the organization, often 

involving current or former employees, contractors, or business partners who 

have access to critical systems or data. 

6. Denial of Service (DoS) Attacks: Attacks aimed at making a service, system, or 

network unavailable to its intended users by overwhelming it with a flood of 

illegitimate requests. 

7. Advanced Persistent Threats (APTs): Prolonged and targeted cyberattacks 

where an attacker gains access to a network and remains undetected for an 

extended period, often to steal data. 

8. Weak or Compromised Passwords: Poor password practices, such as using 

weak, default, or reused passwords, are a common security vulnerability. 

9. Vulnerabilities and Exploits: Flaws in software, hardware, or protocols that can 

be exploited by attackers to gain unauthorized access or cause harm. 

10. Third-party Risks: Security risks that arise from vulnerabilities in third-party 

vendors, suppliers, or service providers who have access to an organization’s 

systems or data. 

  



 

 6 

Basics of Ethical Hacking 

1. Definition: Ethical hacking involves legally testing and examining systems, 

networks, or applications to identify vulnerabilities and weaknesses. Ethical 

hackers work to strengthen security by discovering flaws before malicious 

hackers can exploit them. 

2. Ethical Hacker Types: 

o White Hat Hackers: Also known as ethical hackers, they perform security 

assessments with permission. 

o Black Hat Hackers: Hackers who exploit vulnerabilities for malicious 

purposes without authorization. 

o Gray Hat Hackers: Operate between ethical and unethical boundaries, 

often testing security without permission but with no malicious intent. 

3. Ethical Hacking Methodology: 

o Reconnaissance: Gathering information about the target system or 

network. 

o Scanning: Identifying open ports, services, and vulnerabilities. 

o Gaining Access: Exploiting vulnerabilities to enter the system. 

o Maintaining Access: Sustaining control over the compromised system. 

o Covering Tracks: Removing traces of hacking activities to avoid 

detection. 

4. Tools Used in Ethical Hacking: 

o Reconnaissance Tools: Nmap, Maltego. 

o Vulnerability Scanning Tools: Nessus, OpenVAS. 

o Exploitation Tools: Metasploit. 

o Sniffing Tools: Wireshark. 

o Password Cracking Tools: John the Ripper, Hydra. 

5. Legal and Ethical Considerations: 

o Authorization: Ethical hacking requires explicit permission from the 

owner of the systems. 

o Responsible Disclosure: Reporting discovered vulnerabilities to the 

organization, allowing them to fix the issues before they can be 

exploited. 

o Compliance: Following laws, regulations, and ethical standards 

governing cybersecurity practices. 
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Information Security Controls 

Information security controls are measures implemented to protect data, systems, and 

networks from threats and vulnerabilities. These controls are designed to mitigate risks 

and ensure the confidentiality, integrity, and availability of information. In the context 

of ethical hacking, understanding these controls helps in identifying weaknesses and 

providing recommendations for security improvements. Security controls are typically 

categorized into three main types: 

1. Preventive Controls 

• Objective: To prevent security incidents or unauthorized actions before they 

occur. 

• Examples: 

o Access Controls: Mechanisms like user authentication (passwords, 

biometrics), and authorization (role-based access control) that restrict 

access to resources. 

o Firewalls: Hardware or software solutions that filter incoming and 

outgoing traffic based on predetermined security rules. 

o Encryption: Using cryptographic techniques to protect data in transit and 

at rest. 

o Security Policies and Procedures: Established guidelines and standards 

that govern the behavior of users and systems. 

2. Detective Controls 

• Objective: To identify and detect unauthorized actions, breaches, or anomalies 

that could indicate a security incident. 

• Examples: 

o Intrusion Detection Systems (IDS): Monitor network or system activities 

for malicious activities or policy violations. 

o Security Information and Event Management (SIEM): Tools that provide 

real-time analysis of security alerts generated by hardware and software. 

o Log Monitoring and Analysis: Reviewing logs from various systems 

(servers, firewalls, applications) to identify suspicious activities. 

o Audits and Vulnerability Scanning: Regular security assessments, audits, 

and scans to identify weaknesses or non-compliance. 

  



 

 8 

3. Corrective Controls 

• Objective: To minimize the impact of a security incident and restore normal 

operations. 

• Examples: 

o Patch Management: Regularly updating software and systems to fix 

vulnerabilities. 

o Incident Response: Procedures and actions taken to respond to and 

recover from security incidents. 

o Backup and Recovery: Ensuring data backups are available and recovery 

processes are in place to restore data after an incident. 

o System Reconfiguration: Adjusting settings, reconfiguring systems, or 

applying updates to correct vulnerabilities or errors. 

4. Deterrent Controls 

• Objective: To discourage attackers from attempting an attack by creating a 

perception of a higher risk or difficulty. 

• Examples: 

o Warning Banners: Messages that inform users that their actions are 

monitored and unauthorized access is prohibited. 

o Legal and Regulatory Notices: Statements about legal consequences of 

unauthorized access or actions. 

o Security Awareness Training: Educating employees about the 

importance of security and their role in protecting information. 

5. Compensating Controls 

• Objective: To provide an alternative measure when the primary control is not 

feasible or fails. 

• Examples: 

o Multi-factor Authentication: Used when single-factor authentication is 

inadequate. 

o Segregation of Duties: Ensuring that no single individual has control over 

all aspects of a critical task, reducing the risk of fraud or error. 
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Unit 2 

Scanning Networks, Enumeration, 

Vulnerability Analysis & System Hacking 



 

 21 

Learn different network scanning techniques and countermeasures  

To cover the topic of different network scanning techniques and countermeasures 

extensively, here's a detailed breakdown that will span over 10 pages. We’ll explore 

various types of network scanning methods, their purposes, commonly used tools, and 

effective countermeasures to defend against these techniques. This will provide a 

comprehensive understanding suitable for inclusion in an ethical hacking course 

material. 

1. Introduction to Network Scanning 

Network scanning is a process used to discover active devices, open ports, and 

available services within a network. It is an essential step in both network security 

assessments and ethical hacking. Scanning provides critical information about the 

network's structure, identifying vulnerabilities that could be exploited by attackers. 

Key Objectives: 

• Identify live hosts on a network. 

• Discover open ports and services. 

• Detect operating systems and software versions. 

• Map the network topology. 

• Identify vulnerabilities and potential attack vectors. 

2. Types of Network Scanning 

Network scanning can be broadly categorized into three main types: port scanning, 

vulnerability scanning, and network mapping. Each type serves a different purpose and 

uses distinct techniques. 

A. Port Scanning 

Port scanning involves sending packets to specific ports on a host to determine which 

ports are open, closed, or filtered. This helps in identifying the services running on a 

system. 

Common Techniques: 

• TCP Connect Scan: Establishes a full TCP connection with the target port. It is 

reliable but easily detectable. 

• SYN Scan (Half-Open Scan): Sends a SYN packet and waits for a SYN-ACK 

response. If received, it sends an RST to terminate the connection. It’s stealthier 

than a full connect scan. 

• FIN Scan: Sends a FIN packet, exploiting a vulnerability where closed ports 

should respond with an RST, while open ports do not respond. 
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• Xmas Scan: Sends packets with FIN, URG, and PSH flags set. Closed ports should 

respond with an RST. 

• NULL Scan: Sends packets with no flags set, expecting RST responses from 

closed ports. 

• ACK Scan: Used primarily for mapping firewall rulesets, as it can differentiate 

between stateful and stateless firewalls. 

Tools: 

• Nmap: The most widely used network scanner that supports various scanning 

methods. 

• Masscan: Capable of scanning the entire internet in minutes, used for high-

speed scanning. 

• Zenmap: A graphical user interface for Nmap, useful for beginners. 

B. Vulnerability Scanning 

Vulnerability scanning identifies weaknesses in the systems, such as outdated 

software, missing patches, or misconfigurations. These scans are crucial for proactive 

security management. 

Common Techniques: 

• Authenticated Scans: Require credentials to provide in-depth details by 

accessing internal system configurations. 

• Unauthenticated Scans: Do not use credentials and focus on identifying 

vulnerabilities from an external perspective. 

• Web Application Scans: Specifically target web applications to identify security 

flaws like SQL injection or cross-site scripting. 

Tools: 

• Nessus: A comprehensive vulnerability scanner that checks for known 

vulnerabilities across a wide range of platforms. 

• Open VAS: An open-source vulnerability scanner with extensive database 

updates. 

• Qualys Guard: A cloud-based scanner used for detecting vulnerabilities and 

ensuring compliance. 

C. Network Mapping 

Network mapping involves discovering the topology of the network, including 

identifying hosts, routers, switches, and other network devices. This technique helps 

in understanding the structure and connectivity of the network. 



 

 23 

Common Techniques: 

• Ping Sweeps: Used to find active hosts by sending ICMP echo requests. 

• Traceroute: Traces the path packets take to reach the target, revealing 

intermediate devices. 

• ARP Scanning: Used to map IP addresses to MAC addresses within a local 

network. 

Tools: 

• Netdiscover: A passive scanner that listens to ARP requests to map the local 

network. 

• Angry IP Scanner: A fast and user-friendly tool that scans IP addresses and ports. 

• SolarWinds Network Topology Mapper: Provides visual representations of the 

network’s structure. 

3. Countermeasures Against Network Scanning 

Implementing countermeasures is critical to protect networks from unauthorized 

scanning, which can precede a cyberattack. Countermeasures focus on detection, 

prevention, and response to scanning activities. 

A. Intrusion Detection and Prevention Systems (IDPS) 

• IDS/IPS: Systems like Snort and Suricata detect scanning activities by monitoring 

traffic patterns and signatures. They can block suspicious activities or alert 

administrators. 

• Honeypots: Deceptive systems that attract and identify attackers, providing 

early warnings and valuable insights. 

B. Network Security Configurations 

• Firewall Rules: Proper configuration of firewalls to drop unsolicited inbound 

traffic can prevent unauthorized scans. 

• Access Control Lists (ACLs): Implement ACLs to restrict who can access network 

resources and which types of traffic are allowed. 

• Rate Limiting: Limits the number of requests from a single source, reducing the 

effectiveness of automated scanning tools. 

C. Network Hardening 

• Disable Unused Services: Reduce the attack surface by turning off unnecessary 

services on all network devices. 

• Port Knocking: A technique where ports are kept closed and only opened 

sequentially when a correct sequence of "knocks" or attempts are detected. 
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• Network Segmentation: Dividing the network into segments helps contain and 

isolate any breaches or unauthorized access. 

D. Encryption and Secure Protocols 

• Use of Secure Protocols: Prefer encrypted protocols like SSH over Telnet, HTTPS 

over HTTP, and FTPS over FTP to protect data in transit. 

• VPNs: Secure communication across public networks, making it difficult for 

attackers to perform reconnaissance. 

E. Logging and Monitoring 

• Centralized Logging: Aggregate logs from all devices to a centralized location for 

easy monitoring and analysis. 

• Regular Audits: Conduct regular security audits and vulnerability assessments 

to identify and fix potential issues. 

4. Legal and Ethical Considerations 

Network scanning must be conducted with proper authorization to ensure it is within 

legal and ethical boundaries. Unauthorized scanning can be considered an illegal act 

and may result in penalties or legal action. 

A. Obtaining Permission 

• Always secure explicit, written consent from the network owner before 

performing any scans. 

• Clearly define the scope, including what will be scanned and what methods will 

be used. 

B. Responsible Disclosure 

• Report any discovered vulnerabilities responsibly, allowing the organization to 

address the issues before they can be exploited by malicious actors. 

5. Practical Scenarios and Case Studies 

Including real-world scenarios and case studies where network scanning techniques 

were used to identify critical vulnerabilities can help learners understand the practical 

implications of these methods. 

Case Study: Using Nmap in a Security Audit 

• Details of a security audit conducted using Nmap to scan a corporate network, 

identifying open ports and outdated services that posed security risks. 

Case Study: Vulnerability Scanning with Nessus 
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Unit 3 

Malware Threats & Sniffing 
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Learn different types of malwares (Trojan, virus, worms, etc.)  

1. Introduction to Malware 

1.1. Definition and Purpose 

• Malware: Short for "malicious software," malware refers to any software 

designed to harm, exploit, or otherwise compromise a computer system or 

network. It includes a range of malicious programs and code that can perform 

various harmful actions. 

1.2. Key Types of Malwares 

1. Viruses 

2. Worms 

3. Trojans 

4. Ransomware 

5. Adware 

6. Spyware 

7. Rootkits 

8. Botnets 

9. Fileless Malware 

10. Cryptojacking 

2. Viruses 

2.1. Overview 

• Definition: A virus is a type of malware that attaches itself to legitimate files or 

programs and spreads when these files are executed or shared. 

• Purpose: To corrupt, modify, or delete data, disrupt system operations, or 

spread to other systems. 

2.2. Infection Mechanism 

• Attachment: Viruses attach themselves to executable files or documents. 

• Execution: The virus is activated when the infected file is run or opened. 

• Replication: The virus replicates by attaching itself to other files or programs. 

2.3. Characteristics 

• Payload: Viruses may carry a payload that performs malicious actions such as 

deleting files or stealing information. 

• Replication: Spreads to other files or systems through infected media or 

network shares. 
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2.4. Examples 

• CIH Virus (Chernobyl): Known for its destructive payload that overwrites the 

BIOS, rendering computers inoperable. 

• ILOVEYOU Virus: Spread via email and caused widespread damage by 

overwriting files and sending itself to contacts in the victim’s address book. 

2.5. Detection and Prevention 

• Antivirus Software: Scans for known virus signatures and behaviors. 

• Regular Updates: Keeping software and operating systems updated to protect 

against known vulnerabilities. 

3. Worms 

3.1. Overview 

• Definition: Worms are standalone malware programs that replicate themselves 

to spread across networks without requiring user interaction. 

• Purpose: To spread rapidly and cause harm by exploiting network 

vulnerabilities or system weaknesses. 

3.2. Infection Mechanism 

• Self-Propagation: Worms spread by exploiting vulnerabilities in network 

protocols or operating systems. 

• No Human Interaction: Unlike viruses, worms do not need to attach to files or 

rely on user actions to propagate. 

3.3. Characteristics 

• Self-Replication: Can spread autonomously across networks. 

• Payload: May carry additional payloads that perform malicious activities such 

as data theft or system damage. 

3.4. Examples 

• Blaster Worm: Exploited a vulnerability in Windows systems to spread and 

launch denial-of-service attacks. 

• Sasser Worm: Targeted a vulnerability in Windows systems and caused system 

crashes and instability. 

3.5. Detection and Prevention 

• Network Security: Implementing firewalls and intrusion detection systems to 

block worm propagation. 

• Patch Management: Regularly updating systems to fix vulnerabilities that 

worms exploit. 
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4. Trojans 

4.1. Overview 

• Definition: A Trojan (or Trojan horse) is a type of malware disguised as a 

legitimate or useful program to trick users into installing it. 

• Purpose: To gain unauthorized access to systems, steal data, or provide a 

backdoor for further attacks. 

4.2. Infection Mechanism 

• Deceptive Installation: Users are tricked into installing the Trojan, often 

through phishing emails or malicious downloads. 

• Payload Execution: Once installed, the Trojan executes its malicious payload. 

4.3. Characteristics 

• No Self-Replication: Unlike viruses and worms, Trojans do not self-replicate. 

• Backdoor Access: Often provides attackers with remote access to the infected 

system. 

4.4. Examples 

• Zeus Trojan: Used to steal banking credentials and financial information 

through keylogging and form grabbing. 

• Emotet: A modular Trojan known for its capabilities in data theft and spreading 

other malware. 

4.5. Detection and Prevention 

• Antivirus Software: Scans for known Trojan signatures and behaviors. 

• User Awareness: Educating users about the risks of downloading and installing 

unverified software. 

5. Ransomware 

5.1. Overview 

• Definition: Ransomware is a type of malware that encrypts a victim’s files or 

locks them out of their system, demanding payment (ransom) for access or 

decryption. 

• Purpose: To extort money from victims by holding their data hostage. 

5.2. Infection Mechanism 

• Delivery Methods: Often spread through phishing emails, malicious 

attachments, or exploit kits. 

• Encryption: Encrypts files on the infected system, rendering them inaccessible 

without a decryption key. 
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5.3. Characteristics 

• Ransom Demand: Displays a ransom note with instructions on how to pay for 

decryption. 

• Data Encryption: Uses strong encryption algorithms to lock files. 

5.4. Examples 

• WannaCry: Exploited a vulnerability in Windows to spread rapidly and encrypt 

files, demanding ransom payments in Bitcoin. 

• Ryuk: Targeted large organizations with highly customized ransom demands 

and encryption methods. 

5.5. Detection and Prevention 

• Backup Solutions: Regularly back up critical data to mitigate the impact of 

ransomware attacks. 

• Endpoint Protection: Use advanced security solutions to detect and block 

ransomware threats. 

6. Adware 

6.1. Overview 

• Definition: Adware is software that automatically displays or downloads 

advertisements, often without the user’s consent. 

• Purpose: To generate revenue through advertising or data collection. 

6.2. Infection Mechanism 

• Bundled Software: Often comes bundled with legitimate software or 

downloaded from untrusted sources. 

• Persistent Ads: Displays intrusive ads or redirects users to promotional 

websites. 

6.3. Characteristics 

• Advertising: Promotes products or services through pop-ups or banner ads. 

• Data Collection: May collect user data to target ads more effectively. 

6.4. Examples 

• Gator: Known for delivering pop-up ads and collecting user information. 

• Fireball: An adware that redirects web traffic and collects browsing data. 

6.5. Detection and Prevention 

• Adware Removal Tools: Use specialized tools to detect and remove adware. 

• Safe Browsing Practices: Avoid downloading software from untrusted sources 

and be cautious of bundled applications. 
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Unit 4 

Social Engineering &  

Denial-of-Service 
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Learn social engineering concepts and techniques  

1. Introduction to Social Engineering 

1.1. Definition and Purpose 

• Social Engineering: Social engineering is a manipulation technique that exploits human 

psychology to gain confidential information, access, or valuables. It often relies on 

tricking individuals into divulging personal information or performing actions that 

compromise security. 

• Purpose: The goal of social engineering is to bypass security measures by exploiting 

human behavior rather than technical vulnerabilities. 

1.2. Key Concepts 

• Manipulation: Social engineers use deception and persuasion to influence targets. 

• Trust Exploitation: Attacks often leverage the target’s trust or authority figures to gain 

information or access. 

2. Common Social Engineering Techniques 

2.1. Phishing 

2.1.1. Definition 

• Phishing: A technique where attackers impersonate legitimate entities to deceive 

individuals into providing sensitive information, such as login credentials or financial 

details. 

• Methods: Phishing can be conducted via email, phone calls, text messages, or social 

media. 

2.1.2. Types 

• Spear Phishing: Targeted phishing attacks aimed at specific individuals or 

organizations. 

• Whaling: A type of spear phishing that targets high-profile individuals, such as 

executives. 

• Smishing: Phishing conducted via SMS or text messages. 

• Vishing: Voice phishing conducted over the phone. 
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2.2. Pretexting 

2.2.1. Definition 

• Pretexting: A technique where attackers create a fabricated scenario (pretext) to obtain 

information or access from the target. 

• Examples: Pretending to be a bank representative, IT support, or a government official. 

2.2.2. Scenarios 

• Impersonation: The attacker pretends to be someone the target knows or trusts. 

• Urgent Requests: Creating a sense of urgency to prompt immediate action from the 

target. 

2.3. Baiting 

2.3.1. Definition 

• Baiting: A technique where attackers lure victims with a false promise or incentive to 

trick them into revealing information or downloading malicious software. 

• Examples: Offering free software, access to exclusive content, or prizes. 

2.3.2. Delivery Methods 

• Physical Bait: Dropping infected USB drives or other devices in public places. 

• Online Bait: Promising free downloads or services that require users to provide 

personal information. 

2.4. Tailgating 

2.4.1. Definition 

• Tailgating: Gaining unauthorized access to a restricted area by following authorized 

personnel. 

• Methods: Holding the door open for someone, or walking closely behind an authorized 

employee. 

2.4.2. Prevention 

• Security Protocols: Implement strict access controls and verification procedures. 

• Training: Educate employees on the importance of not allowing strangers into secure 

areas. 
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2.5. Impersonation 

2.5.1. Definition 

• Impersonation: The attacker pretends to be someone else, often a trusted person or 

authority figure, to gain access or information. 

• Examples: Pretending to be a company executive, customer service representative, or 

law enforcement officer. 

2.5.2. Techniques 

• Voice Cloning: Using technology to mimic someone’s voice. 

• Email Spoofing: Sending emails that appear to come from a trusted source. 

3. Case Studies and Examples 

3.1. High-Profile Phishing Attacks 

3.1.1. Case Study: The 2016 DNC Email Leak 

• Overview: Attackers used phishing emails to gain access to the Democratic National 

Committee’s email system. 

• Impact: Stolen emails were leaked, causing significant political and reputational 

damage. 

3.1.2. Case Study: Target Data Breach 

• Overview: Attackers used a phishing email to gain access to Target’s network and later 

stole credit card information from millions of customers. 

• Impact: The breach resulted in financial losses and loss of customer trust. 

3.2. Successful Pretexting Attacks 

3.2.1. Case Study: The “FBI” Scam 

• Overview: Attackers impersonated FBI agents to trick targets into revealing personal 

information. 

• Impact: Victims provided sensitive information, leading to identity theft and financial 

losses. 

3.2.2. Case Study: The “IT Support” Scam 

• Overview: Attackers pretended to be IT support technicians to gain access to corporate 

networks. 

• Impact: Unauthorized access to sensitive data and systems. 
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4. Psychological Principles Behind Social Engineering 

4.1. Reciprocity 

• Definition: People feel obliged to return favors or comply with requests when they 

receive something first. 

• Application: Attackers may offer something of value or assistance to build rapport and 

gain compliance. 

4.2. Authority 

• Definition: People are more likely to comply with requests from perceived authority 

figures. 

• Application: Attackers may impersonate authority figures or use official-looking 

communications to gain trust. 

4.3. Scarcity 

• Definition: People are more likely to act quickly when they believe an opportunity is 

limited. 

• Application: Attackers may create a sense of urgency or limited availability to prompt 

immediate action. 

4.4. Social Proof 

• Definition: People tend to follow the actions of others, especially in uncertain 

situations. 

• Application: Attackers may claim that “everyone” is doing something or provide fake 

testimonials to encourage compliance. 

4.5. Liking 

• Definition: People are more likely to comply with requests from individuals they like or 

find attractive. 

• Application: Attackers may use flattery, friendliness, or shared interests to build 

rapport and influence targets. 
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o recommendations for improvement. 

 

  

Unit 5 

Session Hijacking, Evading IDS 

, Firewalls, and Honeypots 
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Understand the various session hijacking techniques  

1. Introduction to Session Hijacking 

1.1. Definition and Overview 

• Session Hijacking: The unauthorized access and manipulation of a user session by 

exploiting the session identifier (session ID) used to maintain the state of interactions 

between a client and a server. 

• Impact: Can lead to unauthorized access to sensitive information, identity theft, and 

privilege escalation. 

1.2. Importance of Understanding Session Hijacking 

• Security Risks: Helps in understanding the risks associated with session management 

vulnerabilities. 

• Defense Mechanisms: Knowledge of hijacking techniques aids in developing effective 

countermeasures. 

2. Fundamentals of Session Management 

2.1. Session Management Basics 

• Session Creation: Sessions are created when a user logs in or interacts with a web 

application. 

• Session Identifiers: Unique tokens or cookies used to identify and track user sessions. 

• Session Storage: Information stored on the server or client-side, including cookies, 

session tokens, and session state. 

2.2. Session Lifecycle 

• Session Initialization: Creation of a session upon user authentication. 

• Session Maintenance: Continuous tracking and validation of the session ID during 

interactions. 

• Session Termination: End of a session due to logout, timeout, or explicit termination. 

3. Session Hijacking Techniques 

3.1. Session Fixation 

3.1.1. Description 

• Technique: Attacker sets a known session ID for the victim and then tricks them into 

using it. 
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• Process: 

1. Attacker generates a session ID. 

2. Attacker persuades the victim to use this session ID. 

3. Once the victim authenticates, the attacker uses the same session ID to gain 

unauthorized access. 

3.1.2. Example 

• Scenario: An attacker embeds a session ID in a URL sent to the victim. The victim logs 

in, and the attacker uses the fixed session ID to access the victim's account. 

3.1.3. Prevention 

• Regenerate Session IDs: Regenerate session IDs upon successful login. 

• Secure Cookies: Use secure flags (e.g., HttpOnly and Secure) for session cookies. 

3.2. Session Sidejacking 

3.2.1. Description 

• Technique: Attacker intercepts unencrypted session cookies transmitted over a 

network. 

• Process: 

1. Attacker captures network traffic using packet sniffing tools. 

2. Attacker extracts session cookies from the captured data. 

3. Attacker uses the stolen cookies to hijack the session. 

3.2.2. Example 

• Scenario: An attacker uses Wireshark to capture HTTP traffic and extracts session 

cookies from the captured packets. 

3.2.3. Prevention 

• Use HTTPS: Encrypt traffic using HTTPS to protect session cookies. 

• Secure Cookie Attributes: Set HttpOnly and Secure attributes for cookies. 

3.3. Cross-Site Scripting (XSS) Based Session Hijacking 

3.3.1. Description 

• Technique: Attacker injects malicious scripts into web pages to steal session cookies. 

• Process: 

1. Attacker exploits XSS vulnerabilities in the target application. 



 

 103 

2. Attacker injects a script that sends session cookies to the attacker’s server. 

3. Attacker uses the stolen cookies to hijack the session. 

3.3.2. Example 

• Scenario: An attacker injects a script into a vulnerable web page, which sends the 

victim's session cookies to the attacker's server. 

3.3.3. Prevention 

• Input Validation: Sanitize and validate user inputs to prevent script injection. 

• Content Security Policy (CSP): Implement CSP to restrict the execution of unauthorized 

scripts. 

3.4. Session Prediction 

3.4.1. Description 

• Technique: Attacker predicts or guesses valid session IDs. 

• Process: 

1. Attacker analyzes the pattern of session IDs generated by the application. 

2. Attacker uses brute force or algorithmic techniques to predict valid session IDs. 

3. Attacker uses the predicted IDs to access the target’s session. 

3.4.2. Example 

• Scenario: An attacker observes session ID patterns and guesses valid session IDs to 

hijack active sessions. 

3.4.3. Prevention 

• Use Random Session IDs: Generate session IDs with sufficient entropy and 

randomness. 

• Limit Session ID Exposure: Avoid exposing session IDs in URLs or other insecure 

channels. 

3.5. Session Replay Attacks 

3.5.1. Description 

• Technique: Attacker captures and reuses valid session IDs to gain unauthorized access. 

• Process: 

1. Attacker captures a valid session ID using various techniques (e.g., network 

sniffing). 
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2. Attacker reuses the captured session ID to authenticate and access the 

application. 

3.5.2. Example 

• Scenario: An attacker captures a session ID from a user's HTTP request and reuses it to 

access the victim’s account. 

3.5.3. Prevention 

• Implement Token Expiry: Set session expiration and implement token validation 

mechanisms. 

• One-Time Tokens: Use one-time tokens for sensitive actions or transactions. 

3.6. Session Cookie Theft 

3.6.1. Description 

• Technique: Attacker steals session cookies directly from the victim's browser. 

• Process: 

1. Attacker gains access to the victim’s browser or local storage. 

2. Attacker extracts session cookies and uses them to hijack the session. 

3.6.2. Example 

• Scenario: An attacker gains access to a victim's computer and extracts session cookies 

from the browser’s storage. 

3.6.3. Prevention 

• Secure Storage: Use secure mechanisms for storing session cookies. 

• Regular Expiry: Implement session expiry and regular re-authentication. 

3.7. Man-in-the-Middle (MitM) Attacks 

3.7.1. Description 

• Technique: Attacker intercepts and alters communication between the client and 

server to steal session information. 

• Process: 

1. Attacker intercepts traffic between the client and server. 

2. Attacker extracts session cookies or IDs from intercepted traffic. 

3. Attacker uses stolen session information to hijack the session. 
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Unit 6 

Hacking Web Servers & 

Web Applications 
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Learn about web server attacks, including a comprehensive attack 

methodology 

1. Introduction to Web Server Security 

1.1. Importance of Web Server Security 

• Objective: Protect web servers from unauthorized access, data breaches, and attacks. 

• Components: Web servers, web applications, and associated databases. 

1.2. Overview of Web Server Attacks 

• Types of Attacks: Various methods used to exploit vulnerabilities in web servers. 

• Attack Methodology: A systematic approach to attacking web servers. 

2. Web Server Attack Techniques 

2.1. Information Gathering 

2.1.1. Banner Grabbing 

• Definition: Collecting information about the web server's software and version by 

examining HTTP headers and responses. 

• Tools: Netcat, Nmap, Telnet. 

2.1.2. Directory and File Enumeration 

• Definition: Identifying accessible directories and files on the web server. 

• Techniques: 

o Brute Force: Systematically guessing directory and file names. 

o Tools: Dirb, Gobuster, Burp Suite. 

2.1.3. Web Application Fingerprinting 

• Definition: Identifying the underlying technologies and frameworks used by the web 

application. 

• Tools: Wappalyzer, WhatWeb, BuiltWith. 

2.2. Exploitation Techniques 

2.2.1. SQL Injection 

• Definition: Exploiting vulnerabilities in SQL queries to manipulate the database. 

• Types: 

o Classic SQL Injection: Injecting SQL code into input fields. 

o Blind SQL Injection: Extracting information when error messages are not 

visible. 
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• Tools: sqlmap, Burp Suite. 

2.2.2. Cross-Site Scripting (XSS) 

• Definition: Injecting malicious scripts into web pages viewed by other users. 

• Types: 

o Stored XSS: Scripts are stored on the server and executed when the page is 

viewed. 

o Reflected XSS: Scripts are reflected off the web server and executed 

immediately. 

o DOM-Based XSS: Scripts are executed in the client-side code without a server-

side component. 

• Tools: OWASP ZAP, Burp Suite. 

2.2.3. Cross-Site Request Forgery (CSRF) 

• Definition: Trick users into performing actions they did not intend to, using their 

authenticated session. 

• Techniques: Crafting malicious requests that exploit the user's credentials. 

2.2.4. Command Injection 

• Definition: Executing arbitrary commands on the server by injecting commands 

through vulnerable inputs. 

• Examples: Executing system commands via input fields or URL parameters. 

• Tools: Commix, Burp Suite. 

2.3. Advanced Attacks 

2.3.1. Remote File Inclusion (RFI) 

• Definition: Including remote files on the server, often to execute malicious code. 

• Techniques: Exploiting file inclusion vulnerabilities to execute remote scripts. 

2.3.2. Local File Inclusion (LFI) 

• Definition: Including local files on the server, potentially exposing sensitive 

information. 

• Techniques: Exploiting file inclusion vulnerabilities to access system files. 

2.3.3. Server-Side Request Forgery (SSRF) 

• Definition: Forcing the server to make unauthorized requests to internal or external 

systems. 
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• Techniques: Exploiting SSRF vulnerabilities to access internal resources. 

3. Comprehensive Attack Methodology 

3.1. Reconnaissance 

3.1.1. Passive Reconnaissance 

• Definition: Gathering information without directly interacting with the target server. 

• Techniques: 

o Publicly Available Information: Collecting information from websites, social 

media, and public records. 

o WHOIS Lookup: Obtaining domain registration details. 

3.1.2. Active Reconnaissance 

• Definition: Directly interacting with the target server to gather information. 

• Techniques: 

o Port Scanning: Identifying open ports and services. 

o Service Enumeration: Determining the services and versions running on the 

server. 

3.2. Scanning and Enumeration 

3.2.1. Network Scanning 

• Definition: Scanning the network to identify live hosts, open ports, and services. 

• Tools: Nmap, Masscan. 

3.2.2. Web Application Scanning 

• Definition: Analyzing web applications for vulnerabilities. 

• Tools: OWASP ZAP, Burp Suite, Nikto. 

3.3. Exploitation 

3.3.1. Vulnerability Exploitation 

• Definition: Leveraging identified vulnerabilities to gain unauthorized access or 

execute malicious actions. 

• Techniques: 

o Manual Exploitation: Crafting and executing exploit payloads. 

o Automated Exploitation: Using tools and frameworks to automate 

exploitation. 
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3.3.2. Post-Exploitation 

• Definition: Actions taken after gaining access to the server. 

• Techniques: 

o Privilege Escalation: Gaining higher levels of access or control. 

o Data Exfiltration: Extracting sensitive data from the compromised server. 

3.4. Covering Tracks 

3.4.1. Log Manipulation 

• Definition: Modifying or deleting logs to hide evidence of the attack. 

• Techniques: Altering log files or disabling logging mechanisms. 

3.4.2. Data Wiping 

• Definition: Removing traces of the attack from the compromised server. 

• Techniques: Deleting files, scripts, or tools used in the attack. 

4. Countermeasures and Defense Strategies 

4.1. Secure Configuration 

4.1.1. Server Hardening 

• Definition: Implementing security measures to reduce the attack surface of the 

server. 

• Techniques: 

o Disable Unnecessary Services: Turn off services that are not needed. 

o Update Software: Regularly apply patches and updates to the server and 

applications. 

4.1.2. Secure Coding Practices 

• Definition: Writing code that prevents common vulnerabilities. 

• Techniques: 

o Input Validation: Validate and sanitize user inputs to prevent injection attacks. 

o Use Prepared Statements: Implement prepared statements to prevent SQL 

injection. 
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Unit 7 

SQL Injection & Hacking Wireless 

Networks 
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Learn about SQL injection attacks, evasion techniques, and SQL injection 

countermeasures 

1. Introduction to SQL Injection 

1.1. Definition and Overview 

• SQL Injection: A type of attack that exploits vulnerabilities in SQL queries to 

manipulate the database. 

• Impact: Unauthorized access, data leakage, data manipulation, and potential server 

compromise. 

1.2. Importance of Understanding SQL Injection 

• Objective: To identify, prevent, and mitigate SQL injection attacks to protect sensitive 

data and ensure the integrity of database systems. 

2. SQL Injection Attack Techniques 

2.1. Basic SQL Injection 

2.1.1. Description 

• Technique: Injecting malicious SQL code into input fields to manipulate the database. 

• Example: http://example.com/page.php?id=1' OR '1'='1 

2.1.2. Impact 

• Unauthorized Access: Bypassing authentication and accessing restricted data. 

• Data Extraction: Extracting sensitive information from the database. 

2.2. Blind SQL Injection 

2.2.1. Description 

• Technique: SQL injection where the attacker does not receive visible feedback from 

the application but infers information based on the application's response behavior. 

• Types: 

o Boolean-Based Blind SQL Injection: Inferring information based on the 

true/false responses from the application. 

o Time-Based Blind SQL Injection: Inferring information based on the time 

delay in the application's response. 

2.2.2. Impact 

• Data Extraction: Extracting data through inference techniques. 
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2.3. Error-Based SQL Injection 

2.3.1. Description 

• Technique: Leveraging error messages from the database to extract information 

about the database structure and contents. 

• Example: http://example.com/page.php?id=1' AND 1=CONVERT(int, (SELECT @@version))-- 

2.3.2. Impact 

• Information Disclosure: Revealing database structure and version information. 

2.4. Union-Based SQL Injection 

2.4.1. Description 

• Technique: Using the SQL UNION operator to combine results from multiple queries. 

• Example: http://example.com/page.php?id=1 UNION SELECT username, password FROM 

users-- 

2.4.2. Impact 

• Data Extraction: Retrieving data from different database tables. 

2.5. Out-of-Band SQL Injection 

2.5.1. Description 

• Technique: Using out-of-band channels to extract data when direct response is not 

available. 

• Example: Leveraging database functions like xp_cmdshell to perform DNS or HTTP 

requests. 

2.5.2. Impact 

• Data Exfiltration: Extracting data using out-of-band channels. 

3. SQL Injection Evasion Techniques 

3.1. Evasion through Encoding 

3.1.1. Description 

• Technique: Encoding payloads to bypass input validation and filtering mechanisms. 

• Examples: URL encoding, Base64 encoding. 

• Example Payload: %27%20OR%20%271%27%3D%271 

3.1.2. Impact 

• Bypass Filtering: Evading basic input validation and security filters. 
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3.2. Evasion through White Space Obfuscation 

3.2.1. Description 

• Technique: Using white space characters to obscure SQL payloads. 

• Examples: Using CHAR(32), CHAR(9), or other whitespace characters. 

3.2.2. Impact 

• Bypass Detection: Evading pattern-based detection mechanisms. 

3.3. Evasion through Comment Injection 

3.3.1. Description 

• Technique: Using SQL comment syntax to alter query logic. 

• Examples: 1' OR '1'='1' -- 

3.3.2. Impact 

• Bypass Filters: Skipping parts of the query to evade detection. 

3.4. Evasion through SQL Operator Manipulation 

3.4.1. Description 

• Technique: Using SQL operators to obfuscate payloads. 

• Examples: UNION SELECT NULL, NULL -- instead of UNION SELECT column1, column2 -- 

3.4.2. Impact 

• Bypass Filtering: Avoiding detection by altering query structure. 

4. SQL Injection Countermeasures 

4.1. Input Validation 

4.1.1. Description 

• Technique: Validating and sanitizing user inputs to prevent SQL injection. 

• Methods: 

o Whitelist Input Validation: Allow only expected input formats. 

o Escape Special Characters: Use parameterized queries and prepared 

statements. 

4.1.2. Implementation 

• Libraries and Frameworks: Utilize built-in libraries and frameworks that support input 

validation and escaping. 
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4.2. Use of Parameterized Queries and Prepared Statements 

4.2.1. Description 

• Technique: Using parameterized queries to separate SQL code from data. 

• Example: SELECT * FROM users WHERE username = ? AND password = ? 

4.2.2. Implementation 

• Libraries and Frameworks: Utilize language-specific libraries (e.g., PDO in PHP, sqlite3 

in Python). 

4.3. Error Handling and Logging 

4.3.1. Description 

• Technique: Properly handling errors and logging them without exposing sensitive 

information. 

• Methods: 

o Custom Error Pages: Avoid detailed error messages that reveal database 

structure. 

o Log Monitoring: Regularly monitor logs for suspicious activities. 

4.3.2. Implementation 

• Configuration: Configure web server and application to handle errors gracefully and 

securely. 

4.4. Web Application Firewalls (WAFs) 

4.4.1. Description 

• Technique: Using WAFs to filter and monitor HTTP requests for SQL injection 

patterns. 

• Features: 

o Rule-Based Filtering: Apply rules to block SQL injection payloads. 

o Anomaly Detection: Identify and block abnormal request patterns. 

4.4.2. Implementation 

• Products: Consider using commercial or open-source WAFs (e.g., ModSecurity, 

Cloudflare WAF). 
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Unit 8 

Hacking Mobile Platforms & 

IoT Hacking 
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Learn Mobile platform attack vector, android and iOS hacking 

1. Introduction 

1.1. Overview 

• Objective: To understand mobile platform attack vectors, with a focus on Android and 

iOS systems, including methodologies, tools, and countermeasures. 

• Importance: Mobile devices are increasingly targeted due to their widespread use and 

the sensitive data they often hold. 

2. Mobile Platform Attack Vectors 

2.1. Overview 

• Attack Vectors: Pathways through which attackers exploit vulnerabilities in mobile 

platforms. 

• Categories: Include physical access, network-based attacks, and application-based 

vulnerabilities. 

2.2. Physical Access Attacks 

2.2.1. Device Theft 

• Description: Physical theft of a device to gain access to sensitive data. 

• Countermeasures: Use of strong passwords, biometric authentication, and remote 

wipe capabilities. 

2.2.2. USB-based Attacks 

• Description: Exploiting USB connections to inject malicious code or extract data. 

• Countermeasures: Disable USB debugging, use secure USB connections, and employ 

endpoint security solutions. 

2.3. Network-Based Attacks 

2.3.1. Man-in-the-Middle (MitM) Attacks 

• Description: Intercepting and manipulating communications between the mobile 

device and a server. 

• Countermeasures: Use HTTPS, implement certificate pinning, and employ VPNs for 

secure communication. 

2.3.2. Rogue Hotspots 

• Description: Setting up malicious Wi-Fi hotspots to intercept data transmitted by the 

device. 
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• Countermeasures: Avoid connecting to unknown networks and use trusted, encrypted 

networks. 

2.4. Application-Based Attacks 

2.4.1. Malicious Apps 

• Description: Apps that contain malicious code designed to steal data or perform 

unauthorized actions. 

• Countermeasures: Download apps only from trusted sources, review app permissions, 

and use mobile security solutions. 

2.4.2. Phishing 

• Description: Deceptive techniques to trick users into divulging sensitive information or 

credentials. 

• Countermeasures: Be cautious of unsolicited messages and use email and SMS filtering 

solutions. 

3. Android Hacking 

3.1. Overview 

• Objective: To understand common attack vectors and methodologies specific to 

Android devices. 

3.2. Android Security Architecture 

3.2.1. Android Permissions Model 

• Description: System that controls app access to device resources and data. 

• Key Permissions: READ_CONTACTS, ACCESS_FINE_LOCATION. 

3.2.2. Sandboxing 

• Description: Isolation of app data and processes to prevent cross-app interference. 

• Countermeasures: Regular updates and security patches to mitigate vulnerabilities. 

3.3. Common Android Attack Vectors 

3.3.1. Rooting 

• Description: Gaining elevated privileges on an Android device, bypassing standard 

security controls. 

• Tools: Magisk, SuperSU. 

• Countermeasures: Use devices with verified boot and anti-rooting measures. 

3.3.2. APK Manipulation 

• Description: Modifying APK files to insert malicious code or alter functionality. 

• Tools: APKTool, Dex2Jar. 
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• Countermeasures: Verify app integrity using checksum verification and digital 

signatures. 

3.3.3. Exploiting Insecure Storage 

• Description: Accessing sensitive data stored insecurely on the device. 

• Countermeasures: Use encryption for sensitive data and secure storage mechanisms. 

3.4. Android Hacking Tools 

3.4.1. Metasploit Framework 

• Description: Penetration testing tool that includes Android-specific exploits. 

• Features: Exploits, payloads, and post-exploitation modules. 

3.4.2. Drozer 

• Description: Security assessment framework for Android devices. 

• Features: Vulnerability scanning, app analysis. 

3.4.3. Burp Suite 

• Description: Web application security testing tool with capabilities for analyzing mobile 

app traffic. 

• Features: Proxying, scanning, and analysis. 

4. iOS Hacking 

4.1. Overview 

• Objective: To understand common attack vectors and methodologies specific to iOS 

devices. 

4.2. iOS Security Architecture 

4.2.1. App Sandbox 

• Description: Isolates apps to prevent unauthorized access to data and system 

resources. 

• Countermeasures: Regular updates to iOS and applications to address vulnerabilities. 

4.2.2. Code Signing 

• Description: Ensures that apps are from trusted sources and have not been tampered 

with. 

• Countermeasures: Use only apps from the App Store or trusted sources. 
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4.3. Common iOS Attack Vectors 

4.3.1. Jailbreaking 

• Description: Removing iOS restrictions to gain root access and install unauthorized 

apps. 

• Tools: Cydia, unc0ver. 

• Countermeasures: Use devices with updated iOS versions and avoid jailbreaking. 

4.3.2. Exploiting Insecure APIs 

• Description: Exploiting vulnerabilities in APIs used by iOS apps. 

• Countermeasures: Use secure APIs, implement code reviews, and monitor API usage. 

4.3.3. Phishing and Social Engineering 

• Description: Techniques to trick users into revealing credentials or installing malicious 

apps. 

• Countermeasures: Educate users, employ phishing filters, and verify app sources. 

4.4. iOS Hacking Tools 

4.4.1. Cydia 

• Description: App store for jailbroken iOS devices that provides access to unauthorized 

apps and tools. 

• Features: App installation, tweaks, and modifications. 

4.4.2. Frida 

• Description: Dynamic instrumentation toolkit for analyzing and manipulating apps. 

• Features: Intercepting and modifying function calls, analyzing app behavior. 

4.4.3. Burp Suite 

• Description: Similar to Android, used for analyzing iOS app traffic and vulnerabilities. 

• Features: Proxying, scanning, and analysis. 

5. Countermeasures for Mobile Security 

5.1. General Recommendations 

• Use Strong Authentication: Employ strong passwords, biometric authentication, and 

two-factor authentication. 

• Keep Software Updated: Regularly update mobile operating systems and apps to patch 

vulnerabilities. 

• Encrypt Sensitive Data: Use encryption to protect data both at rest and in transit. 
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Cloud Computing & Cryptography 
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Learn different cloud computing concepts, such as container technologies and 

server less computing 

1. Introduction to Cloud Computing 

1.1. Overview 

• Definition: Cloud computing is the delivery of computing services—including servers, 

storage, databases, networking, software, and analytics—over the internet (the cloud). 

• Importance: It allows for on-demand access to computing resources, scalability, and 

cost-efficiency. 

1.2. Cloud Service Models 

• Infrastructure as a Service (IaaS): Provides virtualized computing resources over the 

internet. Examples: Amazon EC2, Google Compute Engine. 

• Platform as a Service (PaaS): Offers hardware and software tools over the internet, 

typically for application development. Examples: Google App Engine, Microsoft Azure 

App Service. 

• Software as a Service (SaaS): Delivers software applications over the internet. 

Examples: Google Workspace, Salesforce. 

2. Container Technologies 

2.1. Overview 

• Definition: Containers are lightweight, standalone, and executable software packages 

that include everything needed to run a piece of software, including the code, runtime, 

libraries, and system tools. 

• Importance: Containers provide a consistent environment across multiple 

development and deployment stages. 

2.2. Container Basics 

2.2.1. Docker 

• Description: A popular platform for developing, shipping, and running applications in 

containers. 

• Features: Docker images, Docker containers, Docker Compose. 

• Usage: Streamlining development workflows, ensuring consistency between 

environments. 

2.2.2. Kubernetes 

• Description: An open-source system for automating the deployment, scaling, and 

management of containerized applications. 
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• Features: Pods, services, deployments, namespaces. 

• Usage: Managing large-scale containerized applications, ensuring high availability and 

scalability. 

2.3. Container Orchestration 

2.3.1. Kubernetes 

• Overview: Orchestrates container deployment and scaling. 

• Components: Master node, worker nodes, etcd, kubelet, kube-proxy. 

• Benefits: Automated deployment, scaling, and management of containerized 

applications. 

2.3.2. Docker Swarm 

• Overview: Docker’s native clustering and orchestration tool. 

• Features: Simplified clustering, service discovery, load balancing. 

• Usage: Managing Docker containers across a cluster of machines. 

2.4. Container Security 

• Overview: Ensuring the security of containers throughout their lifecycle. 

• Practices: Regularly scan images for vulnerabilities, use trusted base images, apply 

least privilege principles. 

• Tools: Docker Bench for Security, Clair, Trivy. 

2.5. Use Cases 

• Development and Testing: Consistent development environments, isolated testing. 

• Microservices: Breaking applications into small, manageable services. 

• Continuous Integration/Continuous Deployment (CI/CD): Automating the 

development pipeline. 

3. Serverless Computing 

3.1. Overview 

• Definition: Serverless computing is a cloud computing execution model where the 

cloud provider dynamically manages the infrastructure and allocates resources based 

on demand. 

• Importance: It abstracts server management and allows developers to focus on writing 

code. 
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3.2. Key Concepts 

3.2.1. Functions as a Service (FaaS) 
• Definition: A serverless computing model where functions are executed in response to 

events. 

• Examples: AWS Lambda, Azure Functions, Google Cloud Functions. 

• Features: Event-driven execution, automatic scaling, pay-as-you-go pricing. 

3.2.2. Backend as a Service (BaaS) 

• Definition: Provides backend services (databases, authentication, etc.) without the 

need for managing infrastructure. 

• Examples: Firebase, AWS Amplify. 

• Usage: Accelerating development by providing ready-to-use backend services. 

3.3. Benefits of Serverless Computing 

• Cost Efficiency: Pay only for the execution time and resources used. 

• Scalability: Automatic scaling based on demand without manual intervention. 

• Reduced Management Overhead: No need to manage or provision servers. 

3.4. Serverless Architecture 

3.4.1. Event-Driven Architecture 

• Description: Serverless functions are triggered by events such as HTTP requests, 

database changes, or file uploads. 

• Components: Event sources, function handlers, triggers. 

3.4.2. Stateless Functions 

• Definition: Functions that do not maintain state between executions. 

• Usage: Suitable for tasks that can be processed independently. 

3.5. Challenges of Serverless Computing 

• Cold Start Latency: Initial delay when a function is called after being idle. 

• Vendor Lock-In: Dependency on a specific cloud provider’s services and APIs. 

• Complexity in Debugging: Difficulties in monitoring and troubleshooting serverless 

applications. 

3.6. Security Considerations 

• Function Permissions: Grant the minimum required permissions to functions. 

• Input Validation: Validate and sanitize inputs to prevent injection attacks. 

• Monitoring and Logging: Implement robust monitoring and logging to track function 

executions and anomalies. 
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4. Comparing Containers and Serverless Computing 

4.1. Deployment 
• Containers: Suitable for complex applications with multiple services and 

dependencies. 

• Serverless: Ideal for event-driven tasks and microservices with variable workloads. 

4.2. Management 
• Containers: Requires orchestration and management of container infrastructure. 

• Serverless: Abstracts infrastructure management, focusing on code execution. 

4.3. Scalability 

• Containers: Scalable with orchestration tools like Kubernetes. 

• Serverless: Automatically scales based on demand without manual intervention. 

4.4. Cost 

• Containers: Costs include infrastructure management and resource usage. 

• Serverless: Costs based on execution time and resources, potentially more cost-

effective for intermittent workloads. 

5. Best Practices 

5.1. Container Best Practices 

• Use Lightweight Images: Minimize the size of container images to improve 

performance. 

• Apply Security Updates: Regularly update container images and base OS to address 

vulnerabilities. 

• Monitor Resource Usage: Track resource usage to optimize performance and cost. 

5.2. Serverless Best Practices 

• Optimize Function Performance: Minimize function execution time to reduce costs. 

• Manage Dependencies: Use minimal dependencies to avoid performance bottlenecks. 

• Implement Monitoring and Logging: Track function executions and errors for effective 

troubleshooting. 
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